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SUMMARY

Wireless carriers are hampering innovation and raising costs by using market, technical, and
contractual barriers to limit consumer choice and reduce competition in communications software
and consumer equipment. Some carriers use an embedded phone ID to ensure that every phone
connected to the network was purchased from the carrier. Other carriers “lock™ the phones they
sell, preventing the phone from being used on any other network but the original carrier’s network.
U.S. carriers have refused to approve certain handsets for use on their networks, and have
repeatedly required handset manufacturers to “cripple” consumer-friendly features on other
handsets before offering them for sale.

If consumers could easily switch providers, the above behaviors would likely be corrected
by the market. But most carriers employ long-term unilateral services contracts as a typical
condition of purchasing a handset / service bundle. These practices deny consumers their choice of
equipment, inhibit competition from unaffiliated equipment manufacturers and thus harm consumer
welfare.

The Ad Hoc Public Interest Spectrum Coalition (PISC) support the Skype Petition’s request
to apply the Carterfone principles to wireless services. Under Carterfone, wireline consumers have
the right to attach equipment and use applications of their choice. Wireless consumers deserve the
same innovation-spawning rights.

We further request that the Commission adopt and enforce non-discrimination requirements
for wireless Internet access networks. Wireless carriers actively interfere with consumer access to
Internet content and services; therefore, the Commission, under its own reasoning in the 2005
Broadband Access Policy Statement, should prohibit wireless carriers from discriminating against
consumer-chosen equipment, applications and content. Just as Carterfone and its progeny have
prevented wireline carriers from leveraging their market power to limit consumer choice and
competition in adjacent markets, CMRS carriers should not be allowed to leverage exclusive
government spectrum licenses to thwart competition and restrict consumer choice in the related and
rapidly evolving markets for wireless devices, applications and content.

Because wireless broadband Internet access services are just emerging as a potential
competitor and complement to wireline broadband access, it is critical that the Commission move
swiftly to establish a level playing field with respect to basic consumer protections. As 4G
technologies evolve, Internet access over wireless networks should increasingly serve as both a
supplement and as a potential substitute to wireline broadband access. The need to extend basic
consumer protections to all competing platforms for broadband Internet access is particularly
salient in an oligopoly market where the three largest CMRS carriers are joint ventures with the
largest companies that comprise the duopoly for wireline broadband access.

Finally, we urge the Commission to also investigate current practices regarding wireless
consumer service agreements. We believe these long-term unilateral agreements harm consumers
and prevent market corrections.
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The Ad Hoc Public Interest Spectrum Coalition (PISC) file these comments' in support of
the Petition filed by Skype Communications” to apply the Carterfone principles to wireless
services. The undersigned concur in Skype’s finding that carriers are harming consumers with
restrictive practices.” Carriers are leveraging their dominant position in wireless service and retail
handset markets to engage in unsavory and anticompetitive practices that maximize their profits at

the cost of reducing consumer welfare.

! For purposes of these comments, the members of this coalition are: EDUCAUSE, Free Press, Media Access Project,
New America Foundation, Public Knowledge, U.S. Public Interest Research Group.

? See In the Matter of Skype Communications S.A.R.L. Petition to Confirm A Consumer’s Right to use Internet
Communication Software and Attach Devices to Wireless Networks, RM-11361, filed Feb. 20, 2007 (“Skype Petition”).
3 See Tim Wu, Wireless Net Neutrality: Cellular Carterfone and Consumer Choice in Mobile Broadband, Feb. 2007,
New America Foundation Working Paper #17, attached as Appendix A, and available at
http://www.newamerica.net/files/WorkingPaper17 Wireless NetNeutrality Wu.pdf. The Wu study catalogs a wide
range of anti-consumer carrier practices that extend beyond the restrictions on devices and applications highlighted in
the Skype Petition, and which include outright blocking of consumer access to Internet content and services.




I. THE DISCRIMINATORY PRACTICES OF CURRENT WIRELESS SERVICES
PROVIDERS ARE HARMING CONSUMERS.

Four national wireless carriers dominate the retail wireless services market.* This
dominance enables them to dictate what handset functionality will be available to customers.’
When carriers limit handset functionality to bolster preferred business models rather than to
preserve network integrity, they undermine innovation and reduce consumer welfare.

Carriers are the primary source through which consumers purchase their handsets.’
Although carriers were initially forbidden from bundling handsets with wireless service, the
Commission permitted facilities-based carriers to do so in a 1992 order, but only under the
condition that wireless services would be offered separately on a non-discriminatory basis.” As
described below, carriers have largely ignored the requirement to offer service separately. Carriers
greatly increased their share of the retail handset market, primarily due to their practice of
subsidizing the initial cost of the handset when consumers purchase a service / handset bundle.®
Today the vast majority of U.S.-sold phones (between 90% and 95%) are sold by carriers for use on
their network.”

In addition, carriers also use technical barriers to prevent consumers from using their own
equipment on a carrier’s network. Some carriers use an embedded phone ID to ensure that every
phone connected to the network was purchased from the carrier.'” For example, Verizon Wireless

effectively limits device attachment to a “whitelist” of approved, carrier-sold phones. This is not a

* Skype Petition, supra at 22.

> Wu, supra at 9-12.

°Id.at7.

7 In the Matter of Bundling of Cellular Customer Premises Equipment and Cellular Service, 7 FCC Red. 4028 (1992)
(“Cellular Bundling Order”).

® Wu, supra at 7.

’ Wu, supra at 7.

" Wu, supra at 8-9.



technological necessity, nor is it necessary to discourage the use of “cloned” or stolen phones."'
Other carriers “lock” the phones they sell, preventing the phone from being used on any other
network but the original carrier’s network.'> Some carriers will unlock consumers’ phones, but
most consumers do not know to ask for this service, since it is not well disclosed. Consumers are
also deterred from purchasing a device from a competing retailer since they must effectively
purchase the “bundled” phone from the carrier whether they use it or not. The “free” or heavily
discounted device that is bundled with the service subscription has a cost — and it is typically not
possible to pay a lower price for the minutes if you don’t want a device.

As aresult of these practices, to succeed in the U.S. market handset manufacturers rely on
carrier approval to sell handsets."> This enables carriers to dictate handset design and features.
Indeed, U.S. carriers have refused to approve certain handsets for use on their networks, and have
repeatedly required handset manufacturers to “cripple” consumer-friendly features on other
handsets before offering them for sale.'* Some of the crippled phones have lost features including
minutes-spent timers,'> MP3 playback ringtone capability,'® photo file transfer capabilities, GPS
services, and Bluetooth, USB, and Wi-Fi connectivity.17

Carriers remove features that consumers want for two reasons. First, as Skype notes,
carriers want to prevent consumers from circumventing their revenue-producing service channels
by, for example, using VoIP to place voice calls through a Wi-Fi network."® Second, carriers are

leveraging their market power in cellular service to gain an advantage in related markets, such as

"'Id. at 8.

"2 Id. at 8-9.

P Id.

“Id.

P Id.

1% See user comments to “Samsung T509 Cell Phone for U.S Market,” available at
http://www.mobilewhack.com/reviews/samsung_t509 cell phone for us_market.html.
17 Wu, supra, at 11-12.

'8 Skype Petition, supra, at 22-23.




ringtone sales.”” For example, one of T-Mobile’s approved phones can play MP3s — but not as a
ringtone unless that song was purchased specifically from T-Mobile’s ringtone service.*’

None of the crippled features mentioned above utilize the cellular network in any way,
undercutting any claim that these restrictions preserve the integrity of the wireless provider’s
network. Instead, these restrictions are intended to force the wireless carriers’ customers to use the
carrier’s affiliated or toll-gated services, while thwarting competition and innovation among non-
affiliated providers for applications (e.g., VoIP, Wi-Fi, GPS, photo sharing/printing) and content
(e.g., ring tones, games, music and video downloads).

If consumers could easily switch providers, the above behaviors would likely be corrected
by the market. But most carriers employ long-term unilateral services contracts as a typical
condition of purchasing a handset / service bundle. Onerous early termination fees (frequently in
the hundreds of dollars) raise the costs of changing carriers significantly. These significant
contractual obstacles to shifting service make it difficult for consumers to punish a service provider
by switching to another.

By using market power together with technical and contractual barriers, wireless carriers
have reduced competition in handsets and in ancillary services by locking their own customers into

wireless service.

II. THE COMMISSION SHOULD REQUIRE WIRELESS CARRIERS TO CONFORM
TO CARTERFONE

We strongly support applying Carterfone rights to all wireless services. By enforcing the
consumer’s right to attach devices to the wireless network, the Commission will lower consumer

costs and facilitate innovation. Because consumers will benefit greatly if Carterfone is enforced

Y 'Wu, supra, at 4.
2 The Samsung SGH-T509, as tested March 15, 2007. See supra.



for wireless, we endorse Skype’s requests for both a Commission declaration that wireless carrier
services are subject to Carterfone and a subsequent rulemaking enforcing Carterfone in the
wireless industry.

In Carterfone the Commission struck down AT&T’s tariff prohibiting consumers from
attaching non-harmful devices to the phone network.”’ The Commission found prohibiting devices
which do not adversely affect the operation of the telephone network, or the utility of the network
for others, to be unjust and unreasonable under Section 201 of the Communications Act.”* The
Commission also found the tariff to be unduly discriminatory under Section 202 because the
telephone’s own interconnecting equipment was approved for use.”

The Carterfone decision was a boon to consumers and to the U.S. economy generally.”* By
enforcing the fundamental consumer right to attach, the Commission facilitated the creation of a
new industry in home and business telecommunications equipment. Competition for home
equipment resulted in lower prices and better features for consumers. Perhaps more importantly,
innovative uses of the telephone network - such as fax machines and ever-faster computer modems
- no longer needed to be approved by AT&T. Thus Carterfone advanced a distributed approach to
innovation which set the stage for mass adoption of the Internet in the 1990s.%

Wireless carrier practices such as phone locking and prohibiting non-carrier supplied
devices interfere with the consumer’s right to “reasonably use his telephone in ways which are
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privately beneficial without being publicly detrimenta These practices are unjust and

unreasonable under Section 201, just as similar wireline practices were found to be in Carterfone.

2! Use of the Carterfone Device in Message Toll Telephone Service, 13 FCC 2d 420, 423-24 (1968) (“Carterfone
Order”™).

2 Id. at 423-24.

> Id. at 424.

2 W, supra at 6-7.

»Id. at7.

2 Carterfone Order, supra at 423 (citing Hush-A-Phone Corp. v. U.S., 238 F.2d 266, 269 (D.C. Cir. 1956)).



Prohibiting non-carrier supplied devices is also unduly discriminatory under Section 202, since
equivalent carrier handsets are approved. Applying Carterfone to all wireless services would help
alleviate these current anti-consumer behaviors and would open the door for innovation.

Wireless carriers cannot invoke section 332(c) of the Communications Act as a defense of
these discriminatory practices. Section 332(c) states that a provider of commercial mobile radio
service (CMRS) shall be treated as a common carrier. While that section allows the Commission to
find that certain sections of Title II are “inapplicable” to commercial mobile radio services
(CMRS), Section 332(c) explicitly states that the FCC may not specify Sections 201, 202 and 208
as inapplicable. Thus, the just and reasonable and nondiscrimination provisions of sections 201,
202 and 208 continue to apply to all CMRS providers.?’

An alternative way for the Commission to obtain this same result is for the Commission to
enforce the language in the 1992 Cellular Bundling Order that requires wireless operators to offer
service separate from the CPE on a non-discriminatory basis.”® This approach would also require
the wireless operators to make their service available for use by independent providers of wireless
phones. If wireless service is truly available on a stand-alone basis, then the marketplace would
have the opportunity to respond to consumer demand for independent, non-carrier-supplied phones,
full of additional features and functions and outside the control of the wireless provider.
Furthermore, the Commission’s original language that requires wireless operators to provide

service on a “non-discriminatory basis” also obliges the carrier to provide consumers with the

" See, 47 U.S.C. 332(c)(1). The Commission also retains generic authority to “make such rules and regulations and
prescribe such restrictions and conditions . . . as may be necessary to carry out the provisions of this Act . . .” with
regard to radio communications, including wireless services. See, 47 U.S.C. 303(1).

2 Cellular Bundling Order, supra at 4032 (“Accordingly, we will adopt our initial proposal and allow cellular CPE and
cellular service to be offered on a bundled basis, provided that the service is also offered separately at a
nondiscriminatory price.”).



ability to use the applications and services of their choice (see next section regarding non-
discrimination).

III. THE COMMISSION SHOULD SUBJECT WIRELESS CARRIER SERVICES TO
ENFORCEABLE NON-DISCRIMINATION REQUIREMENTS.

Applying Carterfone is an excellent first step to improve consumer welfare in the wireless
market. However, consumers will benefit maximally from wireless services only if the
Commission prevents wireless service providers from discriminating against certain network
traffic. Applying Carterfone to wireless will protect consumers’ right to attach equipment of their
choice to the network. Non-discrimination requirements will help ensure that applications on those
consumer-chosen devices function properly over carrier-managed networks. Specifically, wireless
service providers should be prohibited from blocking, degrading, privileging or prioritizing any
network packet based on its source, ownership, destination or content type.

In the context of wired broadband, the Commission has stated that it would impose non-
discrimination requirements on wired broadband if evidence of active interference with consumers’
ability to use the internet existed.”” Furthermore, AT&T — SBC agreed to meet non-discrimination
requirements as a condition of its merger approval.”® The Commission should extend these actions
to wireless services, where the existence of discriminatory practices is indisputable and common.

The Commission, in its Wireline Broadband Order, expressed concern that broadband

network operators might engage in blocking or otherwise interfere with the consumers’ ability to

¥ See Appropriate Fi ramework for Broadband Access to the Internet over Wireline Facilities, CC Docket No. 02-33 et
al., Order, FCC 05-150 (rel. Sept. 23, 2005), para 96 (“Wireline Broadband Order”).
301 etter from Robert W. Quinn, Jr., AT&T, to FCC Secretary Marlene Dortch, WC Docket No. 06-74. Dec. 28, 2006,

p 8.



use the Internet.”’ While it refused to adopt a service rule at that time, it reached this decision only
because of the lack of evidence that the network operator would engage in such behavior:
While we agree that actively interfering with consumer access to any lawful Internet
information, products, or services would be inconsistent with the statutory goals of
encouraging broadband deployment and preserving and promoting the open and
interconnected nature of the public Internet, [footnote omitted] we do not find sufficient
evidence in the record before us that such interference by facilities-based wireline
broadband Internet access service providers or others is currently occurring.*
The same concern expressed in the Wireline Broadband Policy Order likely motivated the
non-discrimination conditions on the AT&T-SBC merger. AT&T agreed, for 30 months, to 1)
operate according to the network neutrality principles set forth by the Commission in its Policy

Statement, and 2) refrain from selling or using internally any service that privileges, prioritizes, or

degrades packet information based on the packet’s source, ownership, or destination.”

"The wireless industry is fond of asserting that it is competitive. While there may be
several competitors, there are definite limits to the competition because of the restrictions on
consumer use of the network and devices common to the entire industry.

As outlined above, as well as in the Skype petition and in a recently published study by the
New America Foundation,** all four major wireless carriers regularly block, degrade or otherwise
discriminate against consumer-chosen hardware, applications, content and services. There is clear
evidence that mobile carriers are “actively interfering with consumer access to [some] lawful
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Internet information, products, or services. Because wireless consumers deserve the same

3! Wireline Broadband Order, supra, at para. 96.
3
Id.
33 Letter from AT&T, supra.
3 See Wu, supra.
3 Wireline Broadband Order, supra, at para. 96.



protection that the Commission has provided to wireline consumers, the Commission should

prohibit discrimination by wireless carriers as it did in the AT&T/BellSouth merger agreement.

IV. THE COMMISSION SHOULD INVESTIGATE CARRIER ABUSE OF USER
AGREEMENTS

As mentioned above, long term (one- to two-year) service contracts are ubiquitous in the
wireless industry. These unilateral contracts also frequently contain substantial limitations on
permitted uses which are not well-advertised to customers. For example, the terms of use for
Verizon’s broadband services detail significant restrictions, including a bandwidth cap and
prohibitions on any use except internet browsing, email, and corporate intranet access.*®

The Commission has already recognized the importance of consumer disclosure in the four
principles described in its Internet Policy Statement.’’ Furthermore, there are several consumer
information provisions in Title II.>* The Commission has previously recognized that the
marketplace can only function correctly if consumers have ready access to accurate information
about the available services.” Thus, the Commission should investigate current wireless carrier
practices for compliance with the Truth in Billing rules to ensure that consumers are receiving

accurate information.

36 Verizon BlackBerry Voice & Data Choice Bundle™ Terms of Service, available at:
http://www.verizonwireless.com/b2c¢/store/controller?item=planFirst&action=viewPlanList&sortOption=priceSort&typ
eld=4&subTypeld=12&catld=449, visited April 21, 2007. See also Wu, supra, at 13 (describing similar practices by
AT&T).

37 See Appropriate Framework for Broadband Access to the Internet over Wireline Facilities, CC Docket No. 02-33,
Policy Statement, FCC 05-151 (rel. Sept. 23, 2005) (“Internet Policy Statement”).

3 See, e.g, Section 226(b) (concerning telephone operator services); Section 228(d) (concerning pay-per-call services).
39 See Truth-in-Billing and Billing Format, First Report and Order and Further Notice of Proposed Rulemaking, CC
Docket No. 98-170, 14 FCC Red 7492 (1999) (Truth-in-Billing Order and/or Further Notice).




For the reasons stated above, the undersigned support the Skype Petition to apply
Carterfone to wireless, and further urge the Commission to adopt wireless non-discrimination rules
and to investigate the effects of user agreements.

Respectfully Submitted,

EDUCAUSE

Free Press

Media Access Project

New America Foundation

Public Knowledge

U.S. Public Interest Research Group

NSE |

Gigi B. Sohn

Public Knowledge

1875 Connecticut Avenue, NW
Suite 650

Washington, DC 20009

(202) 518-0020
gbsohn@publicknowledge.org
Attorney for Public Knowledge

Michael Calabrese

New America Foundation

1630 Connecticut Avenue, N.W.

7th Floor

Washington, DC 20009

(202) 986-2700
calabrese@newamerica.net

Attorney for New America Foundation
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screen.”* As one developer explained, “the guys who work at Verizon or Motorola aren’t software

developers, so they’re just struggling to make things work. And thanks to lack of access for everyone else,
the applications on phones are mostly a joke.”

Screening Developers. A second problem is the carriers’ qualification and approval requirements. Each of
the carriers has extensive qualification procedures to become a developer for their cell phone platforms.
Becoming a registered developer is expensive, which can obviously impede development by very small or
hobbyist developers. While hobbyist developers may not sound important, the history of the computer
industry shows how important small developers can be. The work of economists like MIT’s Eric von
Hippel show how important user-driven innovation can be in fields as diverse as software through surfing.
Qualification procedures that make user-driven improvements impossible sacrifice that potential.

For example, most of Verizon Wireless’s telephones run the BREW development environment, one of two
used commonly for mobile telephones. BREW, as implemented, requires an extensive and expensive
three-stage process to develop applications. It requires (1) pre-qualification of individual developers, (2) a
rigorous process of testing for all applications, and (3) individual submission of each application to Verizon
for approval and a potential contract. In taking this approach, BREW is notable for its apparent rejection of
the value of an open development environment. As BREW’s promotional materials, directed to carriers,
state:

BREW equals REVENUE... With BREW, your needs come first: You own the relationship
with your subscribers, you decide which apps to offer, and you determine the level of
interaction you want with publishers and developers.**

The consequence of this level of control is much less development of applications for BREW telephones.
As David Passmore writes, “software can’t be installed in Verizon BREW phones without permission of
the operator, who gets to determine whether the resulting services are compatible with its walled garden
business model, and then insist on collecting a percentage of the revenues.”*

Lack of Standards. A third major problem is the costs created by the sheer number of mobile platforms—
the variety of cell phones, each with varying operating systems and different implementations of Java and
BREW, the main development environments. The lack of standards raises development costs, as
developers need to spend considerable resources making sure that even a simple wireless application works
on a reasonable portion of the cell phone platforms.

The following diagram (Figure 10), based on the work of Henry Holtzman of the MIT Media Lab,
highlights some of the differences between the PC and mobile phone environment:

* For example, lomo’s “Gold Club” title takes between 20-22 seconds to render a screen on a Motorola
Razr mobile phone.
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Figure 10. Differences Between PC and Mobile Phone Development Environments
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niche applications.
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Specialized: keypad, buttons, and
inconsistent (and often limited)
screen space

Generic: usually keyboard, mouse,
and monitor

x86 (Intel, AMD, VIA) Lots of different platforms

As this diagram shows, while developers would like to write software for phones and smartphones, both the
variety of standards in some cases, and the lack of a standard in other cases, can be a major impediment.**
Some large developers overcome these difficulties, but not without cost. As one developer commented,
“yes you can download Google Maps for your Blackberry. But that’s because at Google they have a huge
team who spends all their time just trying to get a weak version of Google Maps working on all those
different platforms. That’s about the best they can do, and that’s Google we’re talking about.”

% ock sk

We now consider several specific areas that, despite great potential, have experienced delayed
development, for some of the reasons discussed above.

SMS Crippling

SMS, or short message service, is available on most American mobile phones, and is usually used for
sending messages between friends. However, developers point out that SMS could be adopted to a far
broader range of innovative and interesting uses. For example, many firms have been interested in using
SMS as a means of payment, or, for example, as a means for charities to raise funds. Unfortunately, the
carriers have imposed complex controls on the usage of the SMS system that have all but crippled many
uses other than the most basic ones.

The following anonymous testimony from a developer describes vividly the challenges in developing an
SMS application:

Almost all cell phones sold in the developed world have the ability to send and receive
SMS (short message service) text messages. SMS is gaining popularity in the US, but
only as a way to send quick messages to friends. So why aren't there a wealth of
amazing and interactive services available for mobile devices? Why is there no
MySpace, Craigslist, Amazon, Flikr, or eBay accessible through this network? Why are

% This is not to completely discount the existing efforts to provide a uniform development platform. Sun
Microsystems’ Java Micro Edition is probably the best known effort to standardize development across
mobile platforms, though developers report that it remains inconsistent across platforms and underpowered.
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cell phone payment systems and email systems nearly nonexistent? Why haven't
charities raised money or awareness of their causes through this system?

It's simple. Because the cell phone carriers control what services are allowed to use
their networks. There is no net neutrality on the cell phone network.

Imagine you want to create a user-moderated news service like digg.com that
operates on SMS. On the neutral Internet, you rent a Web server ($7-$100 per month
to start), register your name, and start programming. Total time required: less then
two hours in most cases. But getting a service on the non-neutral US cell phone
network would be a little different:

The first step would be to contact a company known as an aggregator. This company
manages your relationships with the cell phone carriers -- and that's carriers, plural,
because making an agreement with just one carrier ensures that your service will fail
because it cannot effectively spread via word of mouth. The first requirement from an
aggregator is a service charge, which starts at $1,000 per month. Then, you must buy
a shortcode (which kind of serves as your Web site name) for an additional $500-
$1,000 per month. But you're not done.

The next step is satisfying the requirements of the cell phone companies. Many of
these steps, such as requiring affirmative opt-in before a subscription can start, are
not burdensome, and serve to protect the carriers' customers. Others, however,
border on ludicrous. Requirements vary by carrier, but some prohibit operators from
offering games or sweepstakes, or require that subscription periods can only be
monthly—not daily, weekly, or yearly. Others require that content, such as ringtones,
be locked so users can't forward them from their phones to their friends' phones.

Other requirements are outright offensive: as of this writing, Cingular, Sprint/Nextel,
T-Mobile and Verizon all prohibit charities from raising money through their Premium
SMS services. Too bad for the United Way, Greenpeace, and the Red Cross.

Some carriers also have "decency" restrictions that are so silly and restrictive that
they make the production code that governed movies between 1934 and 1967 seem
quaint. Verizon is the worst offender in this case: It prohibits dating services, images
that are suggestive (the same images would be acceptable if aired on prime-time
network TV), and any use of "crude" words, including such shockers as "fornicate" and
"genital."

After you make your application compliant to the carriers' requirements, you wait
weeks or months for the carriers to approve it, and jump through more hoops if they
reject your application, which they can do for any or no reason.

In practical terms, you'd never get approval for your brand new peer-mediated news
service. Even if you were able to set up filters to block images and bad words, you'd
still be sunk: Verizon prohibits "un-moderated chatting, flirting and/or peer-to-peer
communication services."

Even if you could slip your service past the censors, you would already have been set
back eight weeks and many thousands of dollars -- and this is just the beginning.
Next, the carrier will charge you a fee (a few cents, typically) for every message you
send to your users, and charge your users to receive your messages -- and charge
them to send you messages. Just imagine where craigslist.org would be if it had to
pay a few cents every time someone browsed an ad, and you had to pay as well. It's
no wonder SMS services are overpriced and haven't grown beyond a niche market for
ringtones and horoscopes.*®

As the anecdote suggests, the challenges surrounding the development of an SMS-based application are
formidable.
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Geolocation & Mobile Social Software (M0oSo0So)

Thanks to the government’s “Enhanced 9117 (e911) mandate, all American mobile phones are required to
have basic geolocation capabilities, while some have more advanced, full GPS capabilities. This feature
can be utilized along with tools like SMS, to create innovative location-based applications—from finding
friends to locating lost items or restaurants. So far, such applications have not been developed, to any
significant degree, in the U.S.

An example is the effort to develop “Mobile Social Software,” or MoSoSo, modeled on successful social
networking sites like Friendster and MySpace. The concept behind mobile social networking software is
the ability to use your mobile device to find out where your friends are, and to tell them where you are. For
example, you might use the software to figure out whether any of your friends are at the café or bar to
which you are headed.

Unfortunately, despite the promise of MoSoSo, it has yet to become a widespread phenomenon. It may be
that the services simply aren’t popular, or haven’t yet reached a critical mass of people. But the
development challenges just described have certainly held things back. As commentator Danah Boyd
explains:

The next step in social technologies is mobile... Yet, a set of factors have made
innovation in this space near impossible. First, carriers want to control everything.
They control what goes on a handset, how much you pay for it and who else you can
communicate with. Next, you have hella diverse handsets. Even if you can put an
application on a phone, there's no standard. Developers have to make a bazillion
different versions of an app. To make matters worse, installing [outside applications]
on a phone sucks and most users don't want to do it.. All around, it's a terrible
experience for innovators, designers and users.*’

Boyd’s concerns reflect general problems in this area. Other developers discuss the difficulty of accessing
the GPS capabilities of phones. It stands to reason that, without the power to harness the relevant hardware
capabilities, the development of useful GPS applications will continue to be delayed.

The OpenMoko Model

One model for how to solve many of these application development problems is something called the
“OpenMoko” model. The OpenMoko is a project, backed by various firms and developers, to produce
mobile platforms that are as open to development as the Web and major operating

systems.

In early 2007, a Taiwanese firm, FIC, Inc., announced the release of a phone called the
OpenMoko Neo1973. The phone works on GSM networks, and its distinctive feature is
that it runs a standard operating system (Linux) and is completely open to installation of
third-party applications. In other words, the OpenMoko telephone comes with basic voice
services, and allows a user to install any application she is interested in, downloadable
from the Internet.

As Sean Moss-Pultz, who works for FIC, Inc. and is a leader of the OpenMoko project,

explains, “we want to build the first product that actually gets better the longer you own Figure 11.
it.”  According to Moss-Pultz, the essence of OpenMoko is giving developers full access FIC's Neo1973
to the capabilities of the telephone. “If you don’t have access to the hardware, you really can’t do
anything.”

Whether the OpenMoko model will take off is far too soon to tell. The model depends both on the
willingness of consumers to buy an unsubsidized phone and the willingness of third-party developers to
write software for a telephone which will, at first, have a small user base. But what the OpenMoko model
shows is that the current model of cell phone development is not the only way. Most industry observers
bemoan the stagnant nature of mobile phone application development, but there are solutions.
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It is interesting to contrast the present mobile development environment with that of early computer
platforms, such as the Apple II. The Apple II of the late 1970s was, like today’s mobile phone, a platform
with some serious technical limits. However, in many ways, the Apple was better for development than
today’s mobile devices. It gave its users a native development environment (BASIC and Assembler) that
had full access to the (albeit limited) power of the underlying hardware. The Apple II, furthermore, had no
particular pre-qualification or approval rules for developers.

It seems strange that today’s mobile phones should be a more closed and limited development platform
than a computer released in 1977. We might put things this way: if mobile devices are to become a major
platform for software innovation, like the personal computer and web, they must become at least as
hospitable to innovation as the humble Apple II.

Part III: Analysis & Recommendations

1. Rating the Carriers

Based on the investigation undertaken here, it is easy to rate the carriers on the degree to which they respect
Carterfone, network neutrality, and open platform development principles. Broadly speaking, Verizon
Wireless scores the most poorly across every category, while T-Mobile scores the best. AT&T and Sprint
are in the middle.

Verizon Wireless

As documented, Verizon Wireless engages in the broadest range of discrimination and misrepresentational
behavior. It violates Carterfone by blocking unaffiliated network equipment. It imposes what appears to
be the most restrictive crippling of telephones in the industry, crippling Bluetooth and blocking Wi-Fi
capable phones, practices for which it has been sued. Its prefered development environment, BREW, is
strictly limited. Its wireless broadband services, advertised as “unlimited,” come with extensive and
sometimes undisclosed usage limitations, violating both consumer protection norms and core network
neutrality principles.

AT&T

AT&T is a GSM carrier, and locks its phones to the AT&T network. AT&T’s broadband data service is
provided with severe restrictions similar to those of Verizon. However, accounts of enforcement are not as
common with AT&T as with Verizon. AT&T also cripples its products in various ways. It disables
Bluetooth features on its Treo smartphones and, in the case of the Nokia E61, forced the manufacturer to
remove Wi-Fi capabilities. On the Apple iPhone, while unconfirmed, many believe that AT&T’s pressure
led to the iPhone’s inability to run third-party applications. It’s also too early to tell if the iPhone will have
true or crippled Wi-Fi capabilities.

Sprint

Sprint’s wireless broadband data services are provided with fairly reasonable restrictions, similar to those
historically imposed by dial-up ISP operators. Historically, Sprint has taken chances on new and
innovative platforms, like the Handspring Treo. Sprint, however, has led efforts to cripple Bluetooth on
various platforms, and has generally consented to the blocking of Wi-Fi.

T-Mobile

T-Mobile, the smallest U.S. carrier (other than regional carriers like AllTel), offers the least restrictions. It,
like AT&T, locks its telephones. It will allow customers who are aware of what “locking” is to request
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unlocking after owning their phones for three months. T-Mobile is not a major player in the broadband
wireless market, so its practices in that area are not easy to assess. T-Mobile seems to offer the most open
Bluetooth capabilities in the industry. Along with AT&T’s Apple iPhone, T-Mobile is also the only known
carrier, as of January 2007, to have publicly made available Wi-Fi-capable telephones, although (as noted
above) this comes at an extra cost to the consumer.

2.  RECOMMENDATIONS

Recommendation 1: Cellular Carterfone

As described above, Carterfone was and still is among the most fundamental rules in telecommunications
policy—the Magna Carta of telecommunications competition. Of the various potential actions, adapting
Carterfone to the mobile world is likely to have the greatest positive consequences and the minimum
negative side-effects.

In light of existing practices, what Carterfone means for the mobile industry is fairly clear. It means, first,
that two existing carrier practices must stop:

» on CDMA networks, blocking the registration of non-carrier-affiliated telephones; and
» on GSM networks, “locking” of equipment to single networks.

A second reform is more ambitious yet more important. The industry or the FCC should, as in the Part 68
rules, define a basic interface to which any equipment manufacturer could build a mobile device and sell to
consumers. As Eli Noam put it, “while the carrier could still offer and market its preferred equipment, it
could not exclude other equipment, as long as it conforms to certain technical specifications pertaining to
the RF transceiving function and non-discriminatory industry specifications for air interfaces standards.
These specifications could not close equipment third-party applications or access to other network
protoc%s offered by other types of providers, as long as it conforms to the FCC’s software defined radio
rules.”

Some may argue that a standard interface for mobile networks would be highly complex or impossible.
This report, obviously, cannot address the full set of technical issues involved. However, there are reasons
to think that impossibility is an over-statement. The wireless world already has standardized interfaces—for
example, the GSM standard contains the standardized SIM card (though its function is usually crippled by
U.S. carriers). A standardized interface would work like any other in the phone or electric industry.
Spectrum bandwidth is a commodity, and the interface would provide the user with a fixed maximum
bandwidth and, like an electric meter, bill the consumer for the amount of bandwidth actually used.

The ramifications of such a rule are extremely important. Today, the mobile world is fixated on
telephones, and to a lesser extent, messaging. However, given a standard interface, and the ingenuity of the
electronics industry, we might expect major leaps forward in:

* Mobile video.  Right now, large-scale deployment of mobile TV or video services, especially
independent of the cell phone model, is perpetually stalled in “carrier trials.” Companies in this sector are
completely subject to the carrier’s plans for mobile TV. To take one example, Crown Castle International’s
Modeo product has been thrown into jeopardy for want of carrier cooperation with its plans.* A
consumer’s ability to buy a hybrid device, or even a “pure” IP device, that could simultaneously access
other services on other frequencies could drive further innovation and development—and not just for video.

* Mobile geolocation tools. Presently, the technical possibilities of geo-location are highly underutilized.
For example, an electronics company could sell a small device, using a tiny amount of wireless bandwidth,
that could broadcast its location, making it possible and cheap to keep track of pets, vehicles and other
highly mobile entities on a global scale. The limits on developing both devices and software that might
inter-operate with wireless networks have so far made such products scarce in the market.
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* Mobile functions built into more devices. There are telephones with cameras, yet it is hard to find a
camera with mobile functions—that is, a camera that can download location-specific information, or upload
photos it has taken. Cameras are one example, but given a standardized mobile interface, wireless
communications might be built into cameras, refrigerators, e-Books, and other devices. In the 1990s, many
spoke of the refrigerator that might call the grocery store to order more milk. Access to even tiny amounts
of low-frequency wireless spectrum could make that a possibility, yet the ability of devices to inter-connect
between these applications and commercial networks is a critical limiting factor.

* Phone variety. While the carriers do carry a wide variety of telephones, if phones were generally
unlocked, we could expect see even greater product diversity. As detailed above, major companies
introduce dozens of cell phones each year, only a handful of which are sold in U.S. markets. Devices like
the Danger “Sidekick” barely made it to market under current conditions—and are sold by one carrier only
(T-Mobile). We know that a better variety of phones is available outside of the United States. But we have
no idea how many devices are dying on the drawing board for want of carrier approval in the United States.

The full implementation of Carterfone, would, over time, transform the wireless industry. Rule 68 is
arguably the most successful rule created by the FCC. Its success should be exported, for it could create
the same explosion of innovation that the wireline industries experienced in the 1970s and 1980s.

Recommendation 2: Network Neutrality

Wireless carriers should be subject to the same core network neutrality principles under which the cable
and DSL industries currently operate.

In the early 2000s, the use of discriminatory terms of service and blocking of applications were strongly
condemned by Chairman Michael Powell and the Federal Communications Commission. In a 2003 speech,
Powell outlined the following “four network freedoms”:

1. Freedom to Access Content. First, consumers should have access to their choice of legal
content.

2. Freedom to Use Applications. Second, consumers should be able to run applications of their
choice.

3. Freedom to Attach Personal Devices. Third, consumers should be permitted to attach any
devices they choose to the connection in their homes.

4. Freedom to Obtain Service Plan Information. Fourth, consumers should receive
meaningful information regarding their service plans.”

At a minimum, regulators should use the same basic general scrutiny for the broadband services of wireless
carriers. At issue, in particular, are the contractual bans on the use of wireless connections for perfectly
legitimate purposes, such as buying music from iTunes or downloading videos from YouTube. Such
restrictions, even if enforced unevenly, risk warping application development by discouraging the use of
some applications over others. If the carriers’ true goal is managing bandwidth, they should make that goal
explicit. Metering of bandwidth is far more conducive to innovation, competition and consumer choice
than is blocking.

Recommendation 3: More Disclosure Rules

Competition depends on information to work. Consumers cannot make wise decisions unless they know,
for example, the daily or monthly bandwidth limits on wireless broadband services. Advertising “unlimited
bandwidth” while maintaining secret limits is not acceptable. Consumers must receive truthful and
meaningful information about their service plan.
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Today, under agreements with states, the carriers have agreed to disclose information relevant to billing and
coverage. However, much relevant information remains missing or buried. Wireless carriers should be
required to disclose the following limits placed on devices and services:

Locks placed on devices, and how to remove them, if possible;

The disabling of standardized protocols, such as Bluetooth; and,

If Internet access is provided, accurate and prominent information on bandwidth limits, if any; and
prominent disclosure of any limits placed on Internet services.

Recommendation 4: A Standardized Development Environment

It is clear that the mobile application environment is not what it could be. Calling it “a tarpit of misery,
pain and destruction” may be a little strong, but it captures the sentiments of many developers.

The problems include failure to give developers access to phone resources, over-demanding developer
qualification requirements, too much inconsistency among platforms, inconsistent operating systems, and
overly restrictive controls on developers. The combination of these factors has made what might be a
flourishing jungle of mobile applications much more of a desert.

It is doubtful that government can play a useful role in this area. Instead, this report recommends that
mobile carriers and equipment manufacturers should fundamentally rethink their approach to the
development of software and applications for mobile platforms. Working with developers to liberate and
standardize mobile application development may well yield great dividends for all parties involved,
including both carriers and consumers.

In addition to the OpenMoko model already discussed, there are many existing models for better industry
cooperation in this area. They include the Internet Engineering Task Force and IEEE for major Internet
and communications protocols, and the CableLabs initiatives for cable Internet standardization. The
emphasis must be on giving developers access to the power of mobile platforms in a standardized way.
Given tools, the potential for new and innovative applications for mobile platforms is hard to estimate.

Part IV: Economic Analysis

This final section addresses several difficult economic questions that are implicated by this paper. First,
given many instances of product crippling, we must ask what motivates such behavior and whether
crippling products might, in fact, ultimately serve consumer interests. Second, many may argue that the
competitive nature of the wireless industry makes the scrutiny of the industry in this paper unnecessary.
Third, some of the recommendations in this paper, particularly the Carterfone recommendation, will yield
important objections based on scarcity and network security. We address each issue in turn.

1. Why Cripple Products?

Some of the behavior described in this report presents a paradox. Why would carriers disable functions, or
block development, that might be useful for consumers? Does crippling ultimately serve consumer
interests?

A familiar framework for understanding the behavior discussed in this paper is to view it as an
infrastructure problem, or as a problem of vertical integration.”’ The carrier oligopoly controls an
important part of the national infrastructure, namely the public’s licensed spectrum that carries digital
wireless signals. The relevant question is how the spectrum caretakers interact with related vertical
markets: namely, the equipment and application markets which depend on the wireless spectrum.

Given these premises, the wireless carriers have an obvious interest in exercising control over vertical
markets: maximization of revenue. Usually, but not always, maximizing revenue is a useful motive, for it
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suggests making the wireless networks and wireless services as useful to consumers as possible. Vertical
integration or controls placed on the equipment and applications markets may represent efforts to maximize
the utility of the overall platform for consumers. For example, in some instances, careful “hand-in-glove”
cooperation between the carrier and equipment may yield a better product or service. That’s arguably the
case, for example, for the voice services that are the carriers’ main offering. Each carrier works carefully
with handset manufacturers to make sure its voice service is carried efficiently on the spectrum it controls.

In other instances, however, what the carriers want can be at odds with what is good for consumers. As we
have seen in this report, the carriers often control or cripple product features that might be useful for
consumers. At various times, different carriers have, as detailed above, blocked, delayed or conditioned the
following features on mobile platforms:

Wi-Fi technology,
Bluetooth technology,

Call timers on telephones,
Photo transfer capabilities,
Sound transfer capabilities,
Email clients, and

Internet Browsers.

Why do so, if, for example, Wi-Fi capabilities might make a smartphone more useful? Logically, a more
useful platform, if better for consumers and developers, should ultimately be good for the carrier too. Here
we develop three explanations for this behavior—one that suggests that crippling serves consumer interests,
and two suggesting it does not.

Price Discrimination. Crippled products can sometimes form part of a price discrimination (or market
segmentation) strategy that in some instances can, on the whole, be socially beneficial. Companies will
sometimes cripple a product so as to sell it at a lower price to those with less money. Industries routinely
segment markets, by quality and by price, a practice that generally enhances overall consumer welfare. For
example, the IBM Series E Laser Printer was a fast printer that was deliberately slowed down and sold for
less to home users. Similarly, Microsoft in 2004 released a crippled version of Windows, named
“Windows Starter XP,” that was substantially less capable than Windows XP—for example, capable of
only running three applications at any time.”> The idea was to produce a weaker version of Windows to sell
in developing countries and sell it for less, thereby serving consumers who cannot afford the full Windows
XP.

Some of the behavior described in this paper looks like a partially-implemented price discrimination
strategy. For example, if AT&T prevents Nokia from marketing the Wi-Fi capable e61 Smartphone in the
United States, it may be crippling the product so as to be able to sell it cheaper.” Similarly, if 3G
broadband services are limited to web browsing only, it may represent an effort to offer less capable
products for poorer consumers.

Whether price discrimination in high-tech markets is on balance socially beneficial remains an open
question. But the oddity of the facts discussed here is that while the crippled product is made available, no
full-featured and higher priced version of the product is made available. Verizon will sell a Bluetooth-
crippled phone, but not a Bluetooth-capable phone. Most carriers will not sell a Wi-Fi phone at any price.
In other words, the other half of the price discrimination strategy is missing. Out of Superman is made
Clark Kent, but without retaining Superman. That fact seems to raise doubts as to whether what the
carriers are engaged in what can properly be called a price discrimination strategy.

Protecting Revenue Sources. A more plausible explanation for the behavior seen here is this: carriers
believe it makes sense to block a feature to protect an existing revenue source, or to keep their own costs
low, even if that behavior is bad for actors in the equipment and application markets and hurts innovation.
For example, again, many carriers cripple Bluetooth’s media transfer capabilities. Bluetooth makes it easy
to communicate between a computer and cell phone, so blocking helps preserve an existing revenue
source—the prices the companies can charge for songs, ringtones, wallpapers, and other content. In other

24



words, with a more open system, a consumer could get what she wanted without passing the carrier’s
“tollbooth.”

Unfortunately, protecting such tollbooths comes at a price. Crippling Bluetooth also retards any market for
Bluetooth-compatible devices, and makes it much more difficult for users of cell phones to move data
between their phones and computers. This kind of problem is a spillover, or externality problem. It may be
that the money a carrier makes on ringtone downloads is more than it can expect to make from providing
consumers with fully functioning Bluetooth. For that reason, it may narrowly make sense for a wireless
carrier to block Bluetooth. But the carrier will not be taking into account the externalized costs of such
action—the costs to consumers and equipment manufacturers who would like to make Bluetooth-
compatible devices other than headsets.

Cultural Explanations—the Bell Model. A different explanation for the behavior seen here is that the
carriers are simply acting to maximize their control and power over their networks. They have adopted a
strategy that prevents the development of business models or revenue streams that depend on their network,
yet over which they would lack significant control. =~ We can call this the Bell model, after the same
patterns of behavior exhibited by the pre-breakup Bell Company.”*

Interestingly, the strategy may be a mistake. The carriers may, in some cases, block the development of
services that might make the cell phone platform more valuable, and therefore are ultimately good for the
carrier. The industry sometimes appears to prefer that a new service or application not exist at all rather
than develop into a lucrative industry whose pricing and conduct it might not be able to control.

The major example of this kind of behavior is the strategy adopted in the area of mobile software
development. Given standardization and more openness, software developers might develop a range of
applications at the rate seen in Web development. But the carriers seem hesitant to allow such
development to occur, possibly out of the idea that if any new services come into existence, the services
should be “theirs.” Analyst Andrei Jezierski describes the carriers’ behavior as follows: “It's not clear if the
carriers will make money from these value-added services. So if the economic model is still unclear, why
give away more control earlier than you have to?”

While this strategy makes a certain amount of intuitive sense, it may be a mistake. The industry, or parts of
it, appears obsessed with the fear of becoming “just a pipe” or selling “a commodity,” and thereby giving
up control over what happens on the pipe. But obsessions come at a cost, and may lead, in some instances,
to outcomes contrary to the interests of the carrier.

2. Regulating Under Conditions of Oligopoly?

Some of the recommendations in this report, particularly the Carterfone recommendation, may lead to the
response that the wireless industry is generally unsuited for Carterfone-style rules. There are two main
reasons. The first is based on the argument that the wireless industry is highly competitive, unlike AT&T
in the 1950s.

The AT&T monopoly in the 20th century was accepted and even maintained by government action. By
contrast, it is often said that the wireless mobile market is “fiercely competitive,” as if a competitive cell
phone company were as easy to start as a hot dog stand. That claim, oft repeated, does not stand up to
closer examination.

Structurally, the mobile wireless industry has a natural and major barrier to entry—acquisition of sufficient
spectrum. Under today’s conditions, that means spending hundred of millions at a minimum—and more
likely billions or perhaps even tens of billions of dollars—to acquire sufficient spectrum to enter the
market. For example, T-Mobile announced in 2006 that it would enter the 3G broadband wireless market.
It also announced it would use $4.2 billion of spectrum to do so. The oldest fact in broadcast, spectrum
scarcity, is a physical fact that cannot help but affect the conditions of competition in the wireless world.
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It is important to point out that, in one respect, the justifications for regulating AT&T were, to some degree,
on weaker theoretical ground than in today’s wireless environment. The basis was a theory of natural
monopoly in the local loop, which has subsequently undergone much criticism.”> On the contrary, there is
less doubt that, using today’s technologies and the federal government’s outdated spectrum allocation
policies, spectrum suitable to support a wireless mobile phone company is scarce. That scarcity, in turn,
has obvious market effects.

The future of the industry, of course, is hard to predict. There is a chance that ongoing spectrum auctions
may lead to greater market entry. Smaller firms, like Clearwire Communications, which offers wireless
broadband services in some markets, may attempt to provide services that compete with the major carriers.
Yet the current trend is in the opposite direction. The industry is a textbook oligopoly—premised on a
bottleneck resource—with four major players. While no one should discount the possibility of new
entrants, we must also look at the facts as they are, not as how we might imagine them to be.

Whatever we might expect from oligopoly competition, there are also some reasons to believe that even
competition between the carriers may not eliminate certain anticompetitive practices. Many of the
practices described in this report are beneficial for an individual company to pursue, yet impose negative
spillovers on adjacent markets or society at large.® Those practices will not necessarily be eliminated by
oligopolistic competition.

That may particularly be the case where the feature in question is not well understood by consumers, and
not often a relevant decisional factor. For example, say a wireless firm can narrowly make more profit by
crippling Bluetooth and protecting some of its ringtone revenue. Unless consumers are aware of the
crippling and its implications, it will be difficult for a firm to differentially compete by not crippling
Bluetooth. It is relatively easy for consumers to compare firms by metrics like price and network coverage.
But taking the time to do comparisons on the basis of whether the carrier cripples technological feature sets
is something only a select group of consumers have the time or expertise to do.

That leads to a final reason that the existence of competition cannot be a reason not to examine carrier
practices. As just described, for competition to work, consumers must know what is going on. To say that
competition can then be a reason not to examine industry practices and mandate as much disclosure as
possible is exactly backward. For it is such information that is necessary to make competition work in the
first place.

3. Spectrum Scarcity, Network Security and Other Arguments

A different objection to Carterfone rules is the argument that the scarcity of wireless spectrum and network
security make any such rules infeasible.

Spectrum Scarcity. While spectrum scarcity affects market structure, it also may affect the kind of rules
that can be effectively maintained in the wireless space. To take Carterfone, for instance, how can carriers
allow devices they have not approved on a network of scarce spectrum?

The problem with this argument is that scarcity is an economic feature of not just wireless networks, but
wireline networks as well. Both wireless and the local loop are last-mile networks of limited available
bandwidth, and, in fact, the bandwidth available on a copper local loop is considerably less than on some of
today’s wireless networks. For both products, it can be claimed that third parties cannot be trusted to make
products that respect the shared needs of the network. In the Hush-a-Phone case, for example, AT&T
claimed that third parties would bear “no responsibility for the quality of telephone service, but [be]
primarily interested in exploiting their products.” Similarly, local carriers for years complained that
modems abused the scarce resources of the phone network (by maintaining long connections). But as
Judge Robert Bork argued in another context: “All economic goods are scarce... since scarcity is a
universal fact, it can hardly explain regulation in one context and not another. The attempt to use a
universal fact as a distinguishing principle necessarily leads to analytical confusion.”’
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Does the fact that the local loop is reserved bandwidth (about 64 kbps), while wireless users share a far
larger pool of bandwidth, make a difference? Yes, to a degree. You can leave your phone off the hook all
day with little effect on the telephone network as a whole. However, a wireless connection left open
would affect other customers.

The fact of shared bandwidth is important and true of wireless mobile networks. However, that is also true
of most networks, including all Ethernet networks, the cable broadband networks, Wi-Fi networks, and
other network designs. One advance over the last forty years of telecommunications technology and policy
is a better understanding of what is possible using shared-bandwidth networks, and in fact many of the
pieces of handling shared spectrum are already very well understood.

What is needed are private and sometimes government standards that allow a network to be shared. That’s
how, for example, Ethernet and DOCSIS cable networks work. That is also, crucially, how many of the
cell phone networks already work, through the GSM and CDMA standards. These standards already
control and standardize how individual devices make use of scarce spectrum—making strange the
argument that scarcity is unmanageable as a technological issue. The second necessary element for
addressing scarcity is pricing that reflects the scarcity of the resource, which is also already partially
implemented by current cell phone pricing.

One thing should be clear from this. The answer to scarcity that has been rejected is the insistence that one
party need to have total control over all aspects of the network to make possible usage of shared and scarce
bandwidth. The issue of scarcity is not, by first principles, as completely different on wireless and wireline
networks as is often maintained. For that reason, the thinking on network attachments from the wireline
world is properly considered here.

Network Security. Customer representatives for the various companies defended practices as varied as
phone locking, whitelisting, Bluetooth crippling, and other practices as necessitated by the demands of
scarcity or to protect network security. For example, Verizon Wireless originally justified crippling
Bluetooth on its telephones as a means of preventing “fraud” and virus infections. AT&T made similar
claims in opposing the Carterfone principles.

There are valid and important security concerns on wireless networks.”™ The point here is similar to the
point just made about bandwidth scarcity. The question that must be asked is whether the issues of network
security on wireless networks are fundamentally different from similar concerns on other networks.
Jonathan Zittrain’s work is the starting place for the debate over network security and what it should and
should not justify.”® As he points out, any allowance of open entry and competition is likely to lead to
greater abuses. Yet it is also essential to remember that the abuses are a cost that comes with a benefit:
innovation, flexibility and diverse social function.

Spam, viruses, junk mail and telemarketing are different names for problems that every information
network faces. What this suggests is that network security must be taken seriously, but also cannot become
a blanket answer to any scrutiny of carrier practices.

All Regulation of Access is Doomed. A final argument is that any public effort and perhaps any private
effort to promote greater access to wireless networks is a bad idea. Drawing a comparison with UNE-P line
sharing, Scott Wallsten of the Progress and Freedom Foundation writes that “regulating how wireless
carriers allow their networks to be used would represent another version of regulating network access, and
the history of such regulation does not bode well for its impact.”® Oddly, most believe that the Carterfone
rules, which “regulate network access,” are among the successful in the history the FCC.  Before
Carterfone, the interconnection requirements of the early 20th century, critical to the growth of a national
phone network, were also the “regulation of network access.” In fact, nearly all telecommunications
regulation is some version of regulating network access. The important question is not whether access is
regulated, but whether it is done well. The line-sharing rules were a failure, while Carterfone was a
smashing success.
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The comparison of the Cellphone Carterfone proposal with the line-sharing rules of the 1990s is the wrong
one. The rules urged here are, as the name suggests, a version of Carterfone rules. They were never an
effort to provide a price-fixed access to the Bells’ phone lines. Instead, they center on a consumer’s right to
attach the devices of his choosing to the Bell network, and their time has come in the wireless world.

Conclusion

In many respects, the mobile market is and remains a wonder. But the infancy of the wireless market is
now passing, making greater public scrutiny of industry practices more appropriate and important. In the
words of analyst David Passmore, “At some point, I think Americans are going to put their foot down and
say, ‘We won't tolerate this anymore.””
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